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1
Decision/action requested

The following document is provided to the group for information. 
The offline discussion is structured along the lines of the open SBA topics identified during SA3#91 [1].
2
References

 [1]
S3-181508 SBA evening session – 17th April 2018
SBA Offline Session – 21st May 2018
Symmetric vs. asymmetric cryptography

- Agreement: always use AEAD for SEPP-to-SEPP protection and signatures for data that may require modifications by IPX providers.
- Nokia to prepare a new CR for the TS based on S3-181948.
Session negotiation
- Agreement: use TLS key exporter to derive keys directly from TLS session.
- Agreement: same procedure to be run again (i.e. set up TLS tunnel, utilize TLS key exporter) for key refreshment.
- Agreement: no dedicated session keys for operator-to-IPX signaling (i.e. data that may require modifications by IPX providers), because JWS will use asymmetric keys that will be exchanged out of band.
- To be captured by KPN in SBA TR (or TS directly).
Initial handshake

- Agreement: Information that may be negotiated during initial handshake: cipher suites, protection policies.
- Nokia to prepare a new CR for the TS based on S3-181922.
Application of ciphering/integrity protection to JSON using JOSE
- Message protection using JOSE is agreed and to be captured in S3-181948 (revision of S3-181890, S3-181823)
- Way of documenting JOSE profiles still uncertain, to be discussed in plenary session.
- TS 33.210 seems like a good fit, but contains only TLS profiles up till now.
- Ericsson to prepare the final CR based on S3-181824.
Provisioning of protection policies for the local SEPP

- Agreement: Manual provisioning mandatory in Rel-15, dynamic procedure ruled out (may be added in Rel-16).
- KPN to rephrase their discussion document (S3-181732) into a CR against the SBA TR.
Provisioning of protection policies for the remote SEPP over N32
- Agreement: Manual provisioning mandatory in Rel-15 (e.g. part of roaming agreement), optional dynamic procedure to be defined as well by CT4.
- KPN to rephrase their discussion document (S3-181732) into a CR against the SBA TR.
SBA Offline Session – 22nd May 2018

Format of protection policies

- Question: Whether and how to split work on format details between SA3 and CT4?

- Agreement: SA3 to define the format of both policy files (for encryption and integrity protection).
- Protection Policy for Encryption:
- Agreement: Protection policy for encryption is local to SEPP, i.e. not exchanged over N32 in Rel-15 (possible exchange of policies in Rel-16 may be defined by CT4).

- Agreement: SEPP will be configured with "data location information" per NF-type, describing where to find a certain high-level data type (SUPI, location info, etc.) in the message, and "data protection policy" per roaming partner, describing how to protect these high-level data types.

- KPN to prepare a CR for the SBA TR.
- Protection Policy for Integrity:
- Agreement: Generally, same structure as Protection Policies for Encryption ("data location information" + "data protection policy", which will contain data that may be modified by IPX providers).
- Agreement: Format of integrity policy to be specified by SA3, contents to be defined by CT4. Policies will be based on re-written messages.

- Agreement: Protection Policy for Integrity may optionally be exchanged over N32 in Rel-15. Details are to be defined by CT4.

- Ericsson/Docomo/KPN to prepare a CR for the SBA TR.
Message re-writing

- General structure of the re-written message is agreed.

- Unclear whether CT4 will agree to all the details. May have comments regarding the performance of re-writing operation.

- Nokia to prepare a CR based on S3-181908 as proposal to CT4, asking them for feedback.
TLS issues relating to inter-PLMN routing

- Resolved, taken care of in S3-181957.

Malicious messages

- Agreed requirements for SEPP and NFs during SA3#91Bis in S3-181955.

- More time needed to derive solutions.
NF to NF authorization in inter-PLMN communication

- Issue is still open. Some companies questioned the use of Oauth in roaming scenarios.

IPX message modifications

- Issue is still open.

Error handling

- Issue is still open.
